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27402:2023.
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Loi gi¢i thiéu
Véi sb Iuong thiét bi Internet van vat (loT) ngay cang tang va sw phu thudc ngay cang I&n vao cac thiét
bi nay, cac rdi ro vé bao mat va quyén riéng tw lién quan dén nhirng "vat" o dw kién sé tiép tuc gia tang.

Viéc trién khai rong rai chung trong cac mang va hé thdng khién chung tré thanh muc tiéu dé bj tAn cong
va la dich nhdm hang dau ctia cac cudc tn cong mang.

Tiéu chuan nay cung cap mot bd yéu cau co ban vé cong nghé thong tin va truyén thong (CNTT-TT) dé
cac thiét bj loT c6 thé hd tro cac bién phap bao mat va quyén riéng tw. Viéc danh gia rii ro la yeu t6 then
chét dé xay dung mét ké hoach xt ly rii ro nhdm xac dinh céc tinh ndng can thiét cha thiét bj loT ciing
nhw cac bién phap dbi phé phu hop. Viéc quan ly cac hé théng st dung thiét bi loT phu thudc vao kha
nang cta nhirng thiét bi d6 (cling v&i cac yéu td khac).

Noi mot cach khai quat, tiéu chuén nay dé cap dén cac yéu cdu CNTT-TT cho céc thiét bj loT dwoc cung
cép ra thi trworng. Cac yéu cau trong tiéu chuan nay dwoc xay dwng nhw mét bd yéu cau co ban, trong
dé céc thi trwéng nganh doc (nhw y té, dich vu tai chinh, cdng nghiép, dién t& tiéu dung va giao théng
van tai) co thé phat trién cac yéu cau bd sung phi hop véi muc dich str dung dw kién va cac rii ro cla
thiét bj loT trong cac rng dung ctia ho, nhw minh hoa tai Hinh 1. Bén canh tiéu chuén nay, cac linh vuc
khac nhau (vi du: tw nhan/céng nghiép, cong cdng, qudc phong, an ninh qudc gia) va cac thj truéng
nganh doc cé cac yéu cau dac thu theo linh vire hodc theo nganh doc, vi du nhw nhirng yéu cau duoc
néu trong ETSI EN 303 645 [111 d4i v&i thiét bi tiéu dung va loat tiéu chuan IEC 62443 cho cac thiét bj
va hé théng cong nghiép. Mac du tiéu chuan nay cé thé dwa ra cac yéu cau cho mét chwong trinh danh
gia sw pht hop, nhwng dw kién cac bén lién quan ctia cac linh v va thi tredng nganh doc cu thé sé
dat dwoc sw dong thuan vé cac yéu cau dac thu véi bbi canh cla ho, xay dwng trén co s& ‘mé rong’ t
tiéu chuén nay. Tiép theo, cé thé xay dwng cac chwong trinh danh gia sw phu hop cho céac linh vuc va
thi trwdng nganh doc cu thé dé. Tiéu chudn nay sé dwoc tich hop hiéu qua vao cac chwong trinh nhw
vay, déng thdi cung cap mét bd cac yéu cau co ban.

CHU THICH: Céc yéu cau bd sung cé thé dwoc phat trién hodc yéu ciu bi cac linh vire va thi trwdng nganh doc
cu thé.

Hinh 1 - M6i quan hé giira cac yéu cau co’ ban trong tiéu chuan nay va cac yéu cau bé sung tiém
nang
Khi bdi canh céng nghé phirc tap clia cac thiét bj loT tiép tuc phat trién, tiéu chuan nay cé thé hd tro mot

cach tiép can cé kha nang mé rong duwoc hai hoa héa toan cau cho cac yéu ciu co ban vé bdo mat va
quyeén riéng tw, dong thdi cung cap thong tin cho cac sang kién vé chinh sach va quy dinh ky thuat.
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TIEU CHUAN QUOC GIA TCVN XXXXX:2026

An ninh mang — Bao mat va quyén riéng tw loT — Cac yéu cau
co ban ve thiét bi

Cybersecurity — IloT security and privacy — Device baseline requirements

1. Pham vi ap dung

Tiéu chudn nay cung cap cac yéu cau CNTT-TT co ban cho cac thiét bj IoT dé hd tro' cac bién phap kiém
soat bao mat va quyen riéng tw.

2. Tai liéu vién dan
Cac tai liéu sau day d‘u’c_yc vién dan t[ong van pén theo cach ma m©t~phén hoac toan bd ndi dung cua
chung tao thanh yéu cau cua tiéu chuan nay. Doi v&i cac tai liéu vién dan cé ghi nam ban hanh, chi phién

ban dwoc vién dép maoi dwgc ap dung. E)éiyé’i cac té‘ni liéu vién dérj kh{)ng ghi nam ban hanh, ap dung
phién ban mai nhat cua tai liéu dwoc vién dan (bao gom moi stra doi, bd sung).

TCVN ISO/IEC 27000:2019 (ISO/IEC 27000), Cong nghé thong tin — Cac ky thuat an toan — Hé thdng
quan ly an toan théng tin — Tong quan va tir virng

ISO/IEC 27400:2022, An ninh mang — B&o mat va quyén riéng tw loT — Hwéng dan
TCVN ISO 31000:2020 (ISO 31000:2018), Quén ly rti ro — Hwéng dan

3. Thuat ngir, dinh nghia va thuat ngir viét tat

3.1 Thuat ngir va dinh nghia

3.1.1

dinh danh (identifier)

thdng tin phan biét rd rang moét thwe thé nay véi mot thuc thé khac trong mét bdi cdnh nhan dang nhét
dinh.

[NGUON: ISO/IEC 23093-1:2022, 3.2.7]
3.1.2
giao dién ngw®i dung (user interface)

tap hop tat ca cac thanh phan clia mét hé thong twong tac cung cap thong tin va cac diéu khién dé nguoi
dung thwc hién cac tac vu cu thé trén hé thong twong tac dé.

[INGUON: 1SO 9241-110:2020, 3.10]

31.3
internet van vat (internet of things - loT)

co s& ha tang gom cac thuc thé, con nguoi, hé thong va tai nguyén thong tin dwoc két néi véi nhau,
cung v@i cac dich vu xtr ly va phan hoi thong tin tir thé gidi thwe va thé gidi ao.

[NGUONZ ISO/IEC 20924:2021, 3.2.4]

3.14

hé théng loT (loT system)

hé théng cung cp cac chirc nang cua internet van vét (loT) (3.1.3).

CHU '!'HiCH 1 clia thuat nglr: Mot hé thdng 0T c6 thé bao gom, nhwng khéng gidi han &, cac thiét bj IoT (3.1.5),
cac cong loT (3.1.7), cac cam bién va cac b truyén dong.

CHU :I'HiCH 2 cua thuat ngti: Cac thi,ét bi CNTT théng thwdng nhuw cac dién thoai théng minh va may tinh xach tay
c6 thé tao thanh moét phan cda hé thong loT.
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CHU THICH 3 cua thuat ngir: Cac hé théng loT cling bao gébm két ndi dam may va mang.
[INGUON: ISO/IEC 20924:2021, Biéu 3.2.9, ¢6 chinh stva — da bb sung CHU THICH 2 va 3 cho thuat ngir.]
3.1.5
thiet bj loT (loT device)

thuc thé clia mot hé thc“éng internet van vét (loT) (3.1.4) twong tac va giao tiép véi thé gidi vat ly thong
qua cam bién hoac truyén déng.

CHU THICH 1 cua thuat nglr: Mot thiét bi IoT c6 thé Ia mot cdm bién hodc mot bo truyén dong.

CHU THICH 2 cua thuat ngir: Mot thiét bi 10T, trong boi canh nay, la mét thiét bi da dwoc lap rap co thé st dung
cho cac chirc nang loT dw kién ciia né ma khdng can phai nhing hoac tich hgp vao bat ky san pham nao khac.

CHU THICH 3 cla thuat ngir: Céc thiét bi loT thwdng twong tac qua cac giao dién truyén théng.

[INGUON: ISO/IEC 20924:2021, Biéu 3.2.6, c6 chinh stra — da bb sung CHU THICH 1, 2 va 3 cho thuéat ngi.]
3.1.6

nha phat trien thiéet bi loT (loT device developer)

thwc thé tao ra mot thiét bj loT (3.1.5) da dwoc I&p rap hoan chinh.

CHU THICH 1 cua thuat ngl: "hoan chinh" trong dinh nghia nay c6 nghia la giai doan ban giao cho nha phat trién
dich vu loT trong qua trinh lap rap.

[INGUON: ISO/IEC 27400:2022, 3.4]

3.1.7
céng loT (loT gateway)

thirc thé clia mot hé thong loT két nbi mot hodc nhiéu mang lan can va cac thiét bi loT trén nhixng mang
do v&i nhau, dong thdi két ndi cac thiét bj 6 t¢i mot hoac nhieu mang truy cap.

[INGUON: ISO/IEC 20924:2021, 3.2.8]

3.1.8
co s& tinh toan dang tin cay (trusted computing base - TCB)

toan bo cac co ché bao vé trong mét hé thong may tinh, bao gébm phan cirng, phan sun va phan mém,
trong dé sw két hop cla cac thanh phan nay chiu trach nhiém thuwc thi chinh sach bao mat.

3.1.9

mo-dun mat ma (cryptographic module)

tap hop phan cirng, phan mém, va/hodc phan sun thwc hién cac chirc ndng bado mat va dwoc ndm trong
ranh gi¢i mat ma.

[NGUON: ISO/IEC 19790:2012, 3.25]

3.1.10
tham s6 bao mat trong yéu (critical security parameter - CSP)

thong tin lién quan dén bao mat ma viéc tiét 16 hodc stra dbi co thé 1am suy yéu tinh bado mat ciia moé-
dun mat ma (3.1.9).

CHU THICH 1 cua thuat ngir: Mét CSP c6 thé la dang ban ré hodc duwoc ma hoa.

CHU THICH 2 cuta thuat ngir: Trong vi du, "chirng thu" d& cap dén cac khoa rieng khép véi cac khda cong khai
bén trong chirng thw.

Vi DU 1: Cac khoa mat ma bi mat va khoa riéng, dir liéu xac thwc nhw mat khau, PIN, chirng thw hoac cac neo tin
cay khac.

Vi DU 2: Céc cai dat cu hinh can thiét dé khéi tao.
[NGUON: ISO/IEC 19790:2012, Biéu 3.18, c6 chinh stra — da bd sung CHU THICH 2 cho thuat ngi va vi du 2]
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31.11
tham s6 bao mat nhay cam (sensitive security parameter - SSP)

cac tham sb bdo mat trong yéu (3.1.10) va cac tham sb bao mat cong khai.
[NGUON: ISO/IEC 19790:2012, 3.110]

3.1.12
trang thai mac dinh cla nha san xuat (factory default)

trang thai cla thiét bi sau khi khéi phuc cai dat géc hodc sau khi hoan thanh qua trinh san xuét/lap rap.

CHU THICH 1 cua thuat ngi¥: Diéu nay bao gém thiét bi vat ly va phan mém (bao gém ca phan sun) co trén thiét b
sau khi lap rap.

3.1.13

ché& dd an toan khi cé L6i (fail-safe mode)

thiét bi hodc tinh nang ma khi xay ra 16i sé phan (ng theo cach khdng gay hai hoac giam thiéu thiét hai
cho cac thiét bj khac, va khéng gay nguy hiém hoadc gidm thiéu nguy hiém cho ngu®i van hanh.

[INGUON: ISO 25197:2020, 3.32]
3.2 Thuat ngir viét tat

APl Giao dién lap trinh (rng dung (application programming interface)

ASLR Ngau nhién hoa sép xép khoéng gian dia chi (address space layout randomization)

CPU Don vi xt ly trung tdm (central processing unit)

CSP Tham sb bao mat trong yéu (critical security parameter)

ICT Cbdng nghé théng tin va truyén théng (information and communication technologies)

[oT Internet van vat (internet of things)

PIN Sé nhan dang ca nhan (personal identification number)

PSP Tham sb bao mat cong khai (public security parameter)

RoT Gbc tin cay (root of trust)

TCB Co sé tinh toan dang tin cay (trusted computing base)

SWID Thé nhan dang phan mém (software identification)

XML Ngén ngir danh ddu mé rong (extensible markup language)

4. Téng quan

Cac hé thong IoT tiém an nhirng rui ro vé bao mat va qxuyén riéng tw; ISO/IEC 27400 cung cépxthéng tin
chung va hwéng dan ve cac rdi ro va moi de doa do. Bé xtr ly cac rdi ro nay, ngudi dung (cac to chirc va
nguwoi tiéu dung) can trien khai cac bién phap kiém soat phu hop, von cling dwgc moé ta chi tiét trong

ISO/IEC 27400. Cac bién phap kiém soat nay khong thé duoc trién khai néu cac thiét bi loT khong co
chirc nang ho tro twong ng (cac chinh sach vé qua trinh, cac kha nang, v.v.).
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Cac nha phat trién hé thong loT dwoc ky vong sé xay dwng cac yéu cau riéng va tim kiém cac thiét bi
loT dap rng dwoc cac yéu ciu do. Tiéu chuan nay cung cap cac yéu cau CNTT-TT co ban cho cac thiét
bi loT. Trong nhiéu trwéorng hop, cac yéu cau bd sung sé& dwoc ap dat hodc dwoc ky vong nham giai quyét
cac rui ro vé bado mat va quyén riéng tw ctia cac thj tredng nganh doc cu thé hodc ctia cac mdi trwdng
c6 murc rui ro cao hon.

5. Yéu cau

5.1 Yéu cau doéi vé&i chinh sach va tai liéu cua thiét bj loT
5.1.1 Quanly rairo

5.1.1.1 Yéu cau

5.1.1.1.1 Cac thiét bj loT phai co tai liéu ghi lai két qua cua mét qua trinh danh gia rdi ro dwgc thire hién
& cap do thiét bi loT trong bdi canh danh gia rii ro & cap dé hé théng.

5.1.1.1.2 Qua trinh danh gia rui ro phai xem xét cac két qua du kién cho trudng hop s dung du kién.

5.1.1.1.3 Qua trinh danh gia rdi ro cling pha| xem xét nhu cau va ky vong cla cac bén lién quan (Vi du:
cac bén trén mang ma thiét bi loT dwoc két néi dén), bao gbm ca cac tac dong khéng mong mudn vé
mat vat ly va logic.

CHU THICH 1: Cac ky thuat danh gia rdi ro c6 thé dwoc tim thay trong IEC 31010 va ISO/IEC 27005.

CHU THICH 2: C4ac nha phat trién thiét bi loT thweng thwe hién cac danh gia rii ro va tao ra cac ké hoach xt ly rai
ro.

51114 E}énh gi‘aﬁ rdi ro phai xem xét viéc cac thiét bj loT co thé bi han ché (vi du: pin gi¢i han, bé nh&
it, CPU "yéu"), dieu nay cung cap thong tin cho qua trinh xt ly rui ro.

5.1.1.1.5 Cac qua trinh danh gia va x ly rui ro phai dwgc xac dinh va ap dung nhw sau:

a) xac dinh xem cac qua trinh danh gia va x( ly ri ro riéng biét c6 can thiét cho cac san pham khac nhau
hay khong;
b) chon cac phwong an x& ly rdi ro phi hop, dwa trén két qua danh gia rai ro;

CHU THICH 1: Céc tiéu chuan cu thé theo linh virc hodc thi trwéng nganh doc c6 thé dwoc st dung bd sung cho
tiéu chuan nay. Mét tiéu chuan nhw vay cé thé cung cap mot ké hoach danh gia rai ro va’hodc x& ly rdi ro cu thé
cho Iinh vrc hodc thj tredng nganh doc dé. Viéc tuan thi cac tiéu chuan do cé thé dwoc st dung dé dap ing cac
yéu cau trong tiéu chuén nay.

c) xac dinh tat c& cac bién phap kiém soat can thiét dé trién khai (cac) phwong an xt ly rdi ro da chon;

d) xac dinh tat ca cac tinh nang bdo mat va quyén riéng tw cla thiét bi loT tir cac bién phap kiém soat
da dwoc xac dinh & buwéc c) & trén;

CHU THICH 2: Cac nha phat trién thiét bj IoT co thé thiét ké cac tinh nang theo yéu cau hoac xac dinh ching tir
bat ky ngudn thich hop nao, chang han nhw mét tiéu chuan nganh hoac hwéng dan cuda linh vic.

e) so sanh cac tinh nang dwoc xac dinh & budc d) & trén voi cac tinh nang trong 5.2, va xac minh rang
khdéng c6 tinh nang can thiét nao bi b sot;

CHU THICH 3: 5.2 chira mét danh sach cac tinh nang co ban. Nguoi st dung tiéu chuan nay duoc hwéng dan
tham chiéu 5.2 dé dam bao khéng bé sét yéu cau nao.

CHU THICH 4: Danh sach céc tinh nang trong 5.2 khéng phai |a danh sach day du. Céac tinh nang va bién phap
kiém soat b sung c6 thé can thiét tly thudc vao cac phan khuc thi trwéng nganh doc cu thé hodc dé giai quyét cac
trwdng hop st dung cé rdi ro cao hon.

f) 1ap ra mot tuyén b ap dung bao gdm céc tinh ndng can thiét [xem cac buéc d) va e)] va ly do dwa vao
va ly do loai trtr cac tinh nang trong 5.2;

g) néu s dung cac tiéu chudn khac lién quan dén cac yéu cau déi vai thiét bi, thwe hién cac yéu cau
cla cac tiéu chuan dé sau cac buéc tir a) dén f);

h) xay dwng mét ké& hoach x@ 1y rdi ro;
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i) thong bao cho chli s& hivu rlii ro vé ké hoach x ly rdi ro va cac rdi ro con lai, hodc trong trwong hop
c6 thé ap dung, dat dwoc sw phé duyét clia ho doi véi ké hoach va sy chap nhan cac rui ro con lai.

5.1.1.1.6 Cac thiét bj loT phai thic hién cac tinh nang va bién phap kiém soat duoc xac dinh la can thiét
trong tuyén bd ap dung, ciing nhw cac tinh ndng va bién phap kiém soat dwoc xac dinh tai 5.1.1.1.5,
buwéc g).

5.1.1.1.7 Tai liéu phai c6 sén trong subt vong ddi dwoc hé tro clia sdn pham.
5.1.1.2 Khuyén nghj bé sung

Céc qua trinh danh gia va xt ly rdi ro can tuan theo mot phwong phap dwoc chap nhan rong rai nhw
phwong phap dwoc dwa ra trong ISO 31000. Pé cé huwéng dan bd sung vé viéc s dung ISO 31000,
xem Phu luc A.

5.1.1.3 Théng tin bd sung

Cac bén lién quan, chang han nhw nha phat trién thiét bj 10T, nha tich hop hé thdng, nha nhap khau, nha
ban 1é hoac cac co quan quan ly, déu cé thé thwc hién cac danh gia rdi ro nhw vay.

Cac thiét bj l1oT co thé tich hop cac tinh ndng va bién phap kiém soat bdo mat va quyén riéng tw dwoc
xac dinh tlr bt ky ngudn nao, chang han nhw céac tiéu chuén dac thu theo linh vwc hodc thj trwérng nganh
doc, cling nhw cac tinh nang va bién phap kiém soat dwoc quy dinh trong tiéu chuan nay. Cac thiét bi
loT c6 thé tich hop thém cac bién phap kiém soat bd sung ngoai nhirng bién phap dwoc xac dinh 1a can
thiét thong qua qua trinh danh gia rai ro.

5.1.2 Céng bé théng tin
5.1.2.1 Yéu cau

5.1.2.1.1 Céc thiét bj loT phai co tai liéu ngudi dung liét ké cac tinh nang ma thiét bi loT cung cép dé hé
tro cac bién phap kiém soat bao mat va quyen riéng tw, trong do lam ro néu cé bat ky yéu cau nao déi
véi thiét b loT tai 5.2 khéng dwoc bao gom.

5.1.2.1.2 Théng tin nay phai duwoc cong bd cong khai trong khodng thdi gian thiét bi loT duwoc hd tro.

5.1.2.1.3 Céc thiét bj loT phai di kém véi chinh sach hd tro’ bdo mat va cac tai liéu hd tro khac, trong d6
nguwoi dung dwoc thdng bao trwdc ve thdi diem nglrng cung cap cac ban cap nhat bao mat.

5.1.2.2 Khuyén nghi b6 sung

Thong tin theo cac yéu cau 5.1.2.1.1 dén 5.1.2.1.3 can dwoc cung cap lan dau tai thoi diém ban san
pham.

Hwéng dan can dwoc cung cap cho ngudi dung sau khi mua, ¢o thé 1a mét phan clia qua trinh cai dét,
néu bé’g cac s kién Iién’quan deén thiét bi loT trong twong lai (chang han nhw cap nhat phan méem) va
cung cap phuwong tién dé ngudi dung nhan cac thong tin lién lac trong twong lai.

Thoi han hb trg duoc cung cép, nhw quy dinh trong tai liéu thiét bi loT, can phu hop voi cac rdi ro va
vong doi dy kién cua san pham. Nén tranh thay doi cac khoang thoi han ho tro da cong bo vi dieu nay
c6 thé gay gian doan cac chu ky lap ké hoach va van hanh ciia ngwdi dung.

Tai liéu thiét bi can bao gom thong tin vé cach ngudi dung cé thé biét dwoc thi han hé tro cé bi thay dbi
sau khi cong bo hay khéng.

Can cung cap thong tin rd rang, dé hiéu vé trach nhiém ctia ngwdi ding trong viéc thiét 1ap va duy tri bao
mat va quyen riéng tw khi str dung thiét bi.

Tét ca cac thda thuan cip phép véi ngwdi dung can xac dinh rd pham vi cla cac bién phap kiém soat
bao mat va quyén riéng tw cling nhw cac quyén trong subt qua trinh st dung san pham, bao gébm ca dir
liéu dwoc thu thap trong thdi gian d6. Cac théa thuan nay can dwoc trinh bay bang ngdn ngi ré rang va
dé hiéu.

Can cung céap théng tin vé cac thanh phan phan mém cuia bén thir ba ma thiét bi loT phu thudc cé lién
quan dén bao mat cla thiét bj loT. Thong tin nay cé thé dwoc cung cap & dinh dang ma may cé thé doc
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duoc. Cac thé nhan dang phan mém (SWID) (xem ISO/IEC 19770-2) c6 thé dwoc s dung dé nhan dang
cac thanh phan phan mém 4do.

5.1.2.3 Théng tin bd sung

Théng tin danh cho nguoi dung co thé dugc cung cép qua tai liéu tham khdo tryc tuyén, ng dung di
dong, tai liéu in kem thiét bj loT va’/hoac nhan trén bao bi. Co6 thé két hop str dung nhiéu phwong thirc
cung ldc.

Nhiéu nguoi khac nhau cé thé twong tac véi, hodc a déi twong cdm bién cla, mot thiét bi loT cu thé.
Cung mét ngudi co thé twong tac vai thiét bi loT theo nhiéu vai trd khac nhau, vi du: ngudi mua, ngudi
cai dat, ngwoi dung cha dong va déi twong bi cdm bién thu dong. Khi lap ké hoach va thuc hién truyén
thdng véi ngwdi dung, phai dam bao rd rang va chinh xac vé déi twong cla tirng théng tin, déng thdi tao
didu kién dé nguoi dung dé dang tiép can thong tin dé theo tirng vai trd cu thé ciing nhw theo géc nhin
tbng hop tat ca cac vai trd clia mot nguoi.

Thong tin c6 thé bao gdbm thdi han hd tro tdi thiéu (ngoai thong bao bat budc vé viéc ngirng cung cap
cap nhat).

5.1.3 Qua trinh céng bé va xtr ly 16 héng
5.1.3.1 Yéu cau

5.1.3.1.1 Cac :[hiét bi 0T phai co tai liéu quy dinh cac qua trinh cong bb va xt ly 16 hdng sé dwoc ap
dung trong sudt vong doi dwoc ho tro cua thiét bi.

5.1.3.1.2 Cac qua trinh cong bd va xi Iy 16 hdng phai bao gom, & mirc t6i thiéu, kha nang nhan bao céo
vé cac 16 hong tiém an tir cdng chung.

5.1.3.2 Khuyén nghj bd sung

Cac yéu cau 5.1.3.1.1 va 5.1.3.1.2 can dwoc thyc hién theo ISO/IEC 29147 (cong b6 16 hdng) va ISO/IEC
30111 (qua trinh x& Iy 15 héng).

5.2 Yéu cau doéi v&i kha nang va hoat ddng cua thiét bj loT
5.2.1 Téng quan

Diéu nay bao gém céc tinh ndng cla thiét bi loT dwoc st dung cling v&i qua trinh danh gia va x ly rui
ro theo 5.1.1.

Cac tinh nang thiét bj loT dwoc yéu cau trong tiéu chuan nay dwoc dwa vao vi ching pht hop véi mot
tiéu chuan co bé}n. Moi yéu cau trong 5.2 deu c6 pham vi ap dung rong rai, kha thi vé mat ky thuat, co
tac dong dang ké va co thé danh gia dworc.

5.2.2 C4u hinh
5.2.2.1 Yéu cau

5.2.2.1.1 Néu cac thiét 1ap cau hinh cua thiét bi loT c6 thé dwoc siva dbi, chi cac thuc thé dwec dy quyén
mé&i dwoc phép stra doi cac thiét 1ap cau hinh ctla thiét bj loT.

CHU THICH: Cac thwc thé dwoc Gy quyén cé thé 1a mot ngudi hodc mot thiét bi khac.

5.2.2.1.2 Néu cac thiét bi loT c6 kha nang thay dbi cau hinh cia cac thiét bi loT va céc thiét bi khac,
ching chi dwoc phép thuc hién cac thay déi dé khi dwoc Gy quyén.

5.2.2.2 Khuyén nghi bé sung
Quy trinh cap nhat hoac thay dbi thiét 1ap cAu hinh ciing can bao gdm:

a) phwong thirc dé cac thic thé dugc dy quyén chuyén di liéu cau hinh dén thiét bi IoT va Iwu trp trén
thiét bi theo cau truc d¥ liéu va/hoac dinh dang di liéu da dwgrc kiem tra hop 1€;

b) phwong thirc d& xac minh tinh toan ven ctia cac thiét Iap cdu hinh dwoc truyén truwdc khi siv dung;

c) phwong thirc dé truyén tai an toan cac thiét 1ap, bao gdm xac thwe nguén cla ban cap nhat;
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d) phwong thirc xac nhan rang cac thiét 1ap da dwoc cap nhat thanh cong.
5.2.2.3 Thong tin bé sung

Tuy thudc vao cac rang budc clia thiét b, viéc cap phép siva dbi thiét 1ap cau hinh co thé duoc the hién
theo nhiéu cach khac nhau. Mot sé vi du minh hoa bao gdm: c6 cac vai trd nguoi ding riéng biét nhw
trong cac hé diéu hanh hién dai; yéu cau quyen truy cap vat ly vao thiét bj (vi du: nhan nat "dat lai"); yéu
cag thwc hién he\mh dpng cu thé theo cach nhéat dinh (vi dy: phat mét tin hiéu duorc diéu ché dac biét d@n
thiét bj tai mét tan so xac dinh). Cac vi du trén chi mang tinh minh hoa va khéng mang tinh liét ké day
da.

5.2.3 Dat lai phan mém

5.2.3.1 Yéu cau

5.2.3.1.1 Néu cac thiét bj loT c6 kha ndng dwoc dét lai, qua trinh dé phai an toan.

5.2.3.1.2 Kha nang nay chi dwoc phép thuc thi bdi mot thuc thé dwoc Gy quyén.

5.2.3.2 Théng tin bd sung

Doi khi mot 16 héng dwoc khic phuc bang cach thay dbi cAu hinh; tuy nhién, néu sau dé thiét bj dwoc
khéi phuc vé trang thai mac dinh cia nha san xuét, 16 hdng cé thé bi khai thac lai. Vi du dién hinh 13 khi
cau hinh hién tai dwoc thay dbi d& ngan thiét bi sir dung cac bd mat ma khoéng an toan, trong khi trang
thai m&c dinh ctia nha san xuét lai cho phép tat ca bd mat ma — do do, viéc khdi phuc vé trang thai mac
dinh trong trwdng hop nay sé lam 16 cac 16 héng mét 1an niva.

Chirc nang nay doi khi co thé dwoc két hop voi 5.2.4, sao cho viéc dét lai cau hinh va xéa di liéu nguoi
dung c6 thé dwoc thwe hién trong mét thao tac duy nhat béi thwe thé dwoc dy quyen. Cau hinh thiét bi
loT va dir liéu nguw&i dung ddi khi dwoc gép chung hoac kho tach biét.

5.2.4 X6a dir liéu ngwei dung
5.2.4.1 Yéu cau

5.2.4.1.1 Néu thiét bj loT Iwu trie d liéu nguwoi dung, thiét bi phai cung cap mét chirc nang dé xoa div
liéu nguwdi dung thich hgp duorc lwu trir trén thiét bi trong bat ky loai bé nhéd nao.

5.2.4.1.2 Chirc nang nay phai dwoc gi¢i han chi cho cac thuc thé dwoc Gy quyén.
5.2.4.2 Khuyén nghi b6 sung

Nguoi diing can dwoc cung cap mét thdng bao rang dir liéu clia ho da dugc xda mét cach an toan néu
thiét bi c6 thé lam nhw vay.

5.2.4.3 Thong tin bé sung
D liéu nguwoi dung cb thé bao gém di¥ liéu ca nhan, di¥ liéu ciu hinh cla nguwoi dung va cac tai liéu mat
ma nhw khéa mat ma.

Mot sb thiét bi loT c6 thé trién khai chirc ndng nay bang cach xéa tat ca dir liéu cia mét nhém ngudi
dung (tham chi toan bd di liéu cta tat cd ngwoi dung). Viéc xéa nhiéu hon dir liéu can thiét cia mot
ngwdi dung cu thé cé thé 1a bién phap chap nhan dwoc dé dap ing yéu cau nay. Tuy nhién, diéu d6 co
thé dan dén viéc div liéu ngwdi dung bi lwu tri 1au hon mirc can thiét cho muc dich ctia né. Do dé, cach
lam nay chi nén dwoc thwe hién khi cé ly do chinh dang.

D& liéu nguoi dung thwong dwoc lvu trlk & cac thanh phan khac ctia hé théng loT (vi du: trong trng dung
di dong va dam may), va ngwdi dung ky vong rang viéc x6a di liéu dwgc ap dung cho tat ca cac thanh
phan clia hé thong loT, khdng chi riéng thiét bi.

5.2.5 Bao vé div liéu
5.2.5.1 Yéu cau

5.2.5.1.1 C4c thiét bi loT phai c6 kha nang bao vé di liéu dwoc Iwu trik va truyén tai khoi sw truy cap,
stra d6i va tiét 16 trai phép.
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5.2.5.1.2 DBiéu nay phai bao gém cac thiét 1ap cau hinh, d liéu nhan dang, di liéu nguoi ding, nhat ky
sy kién va cac tham s6 bao mat nhay cam.

5.2.5.1.3 C4c thiét bj loT phai c6 kha nang bdo vé phan mém (bao gébm ca phan sun) khdi sw truy cap
va slra déi trai phép.

5.2.5.1.4,Céc3 thiét bj loT phai str dung mat ma (vi du: ma hoéa cé xac thyc, ham br§1m mat ma, xac thwc
chir ky s0) dé ngan chan viéc xam pham tinh bi mat va tinh toan ven cta di liéu can dwgc bao vé.

CHU THICH: Céac tiéu chuan quéc té va cac tiéu chuan dugc cong nhan toan cau khac co thé dwoc st dung cho
cac yéu cau ve mat ma.

5.2.5.2 Khuyén nghj bé sung
5.2.5.2.1 Téng quan

Khi cac thiét bi loT dwoc khai dong, cac thiét b can kiém tra tinh toan ven va tinh xac thyc ctia phan
méem \{é/hoéc phan sun va thyee thi cac bién phap kiém soat bao mat. Néu thiét bj loT khong vuot qua
cac kiém tra nay, thiét bj dé can:

- théng bao cho ngudi dung vé bét ky vi pham nao,
- tw chuyén sang trang thai khdng hoat ddng (inoperable),
- hoat déng & ché do an toan khi cé 16i (fail-safe mode) nham cung cip suw bao vé vé bao mat, hoac

- kh&i dong qua trinh khdi phuc thiét bi néu cac hanh déng khoi phuc cé thé dwoc thwe hién mét cach
toan ven.

Khi cai dat 1an dau hoac thue hién bao tri, cac thiét bi loT can ty thiét lap vé cau hinh mac dinh an toan.
Cac tuy chon cau hinh danh cho ngwi dung can ngan chan viéc chon cau hinh khéng an toan hoac phai
dwa ra canh bao phu hop.

Néu c6 kha nang, cac thiét bi loT can cé kha ndng cung cép tinh ndng phan ving.

Céc thiét bi loT can st dung cac mo-dun chire nang dé han ché quyen truy cap vao cac tai nguyén hé
théng, quyén nay chi phai duwoc cip cho cac thyc thé duoc Gy quyén.

Co s tinh toan dang tin cay (TCB) can duoc gi®® nho nrlat c6 thé dé gidm thiéu bé mat bi phoi nhiém
trwdc nhirng ké tan cdng, dong thoi giam xac suat moét 16i hodc tinh nang bi lgi dung dé vwot qua cac
bién phap bao vé an toan.

Céc co ché bao vé bdé nhé nhw ngédn ngG’, an tqén bd nhé, ky thuat stqck canaries, ngau nhién hoa sé’p
xép khong gian dia chi (ASLR) va han ché quyéen hoéc khéng cho quyén thure thi dwge khuyén nghi bat
cr dau co thé ap dung duoc.

5.2.5.2.2 Ghi nhat ky sw kién

Néu c6 kha nang, céc thiét bi loT can ghi lai dd chi tiét cho méi sw kién dé tao diéu kién cho mot thuc thé
dwoc Uy quyen co kha nang xac dinh cac sw kién bat thwong va phan tich div liéu lién quan mot cach cé
y nghia.

Céc thiét bi loT va nhat ky sw kién can duoc dong bo hda vai mot hé thong co thdm quyén hodc duoc
chuyén dén cac kho lwu trir tap trung néu d liéu da dwoc phi nhdn dang héa mét cach thich hop.

5.2.5.2.3 Tham s6 bao mat nhay cam

Két qua cua viéc danh gia ri ro trong 5.1.1 can gidp xac dinh xem mét thiét bi 10T co thé bao gom cac
tham so bao mat nhay cém dwoc lap trinh ¢o dinh hodc dwoc chia sé hay khong, v&i diéu kién cac tham
s6 d6 1a duy nhat cho méi thiét bj va khdng mang tinh phé quat.

5.2.5.3 Thong tin bd sung

5.2.5.3.1 Téng quan

Céc giai phap dwa trén phan clrng nhw bo tang tdc mat ma tich hop va phan cirng chuyén dung cé thé
tang cwéong viéc st dung cac moé-dun mat ma va kha ndng bao vé khéa mat ma dé bao vé di liéu dang
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lwu trik va dang truyén tai nham dap (ng cac yéu cau vé hiéu nang. Cac bién phap di pho vat ly co thé
hé tro chéng lai cac cudc tAn cong kénh ké. Cac chirc nang nhw vay co thé bao gébm géc tin cay (Root
of Trust - RoT) dwa trén phan cung RoT la mét tinh nang nén tdng d& dem lai tinh toan ven cho nén
tdng va dam bao mo6t nén moéng dé phat trién va hé tro chudi tin cay cua thiét bi. RoT ly twéng nhéat 1a
dwa trén mét qua trinh khéi dong duoc xac thuwe bang phan cirng d& dam bao hé théng co thé duoc khéi
dong bang ma lénh tr mdt ngudn bat bién. Do d6, RoT la thiét yéu dé cho phép chirng thwc nén tang
bao gdm ca qua trinh khéi ddng da dwoc xac minh. Khi dwoc st dung dé bao vé cac bi mat va tinh dung
dén cua thiét bi, phan cirng c6 thé hé tro mot gdc tin cdy nén tdng ma dwa vao do, cac chirc nang phan
mém phong phu c6 thé dwoc trién khai mot cach bao mat va an toan hon.

Cac phan vung doc lap dwoc bao vé bO’I cac ranh gioi do phan ctng thye thi dé ngan chan mot 16i hodc
vi pham trong mét phan ving phadn mém lan truyén sang cac phan vung phan mém khac trong hé
thong Sw phan viing héa tao ra cac ranh gi¢i bdo vé bd sung bén trong ca ngan Xep phan cwng va phan
mém dé tao thém céac I&ép phong tha theo chiéu sau. Vi du, mét k§ thuat phd bién 1a st dung cac tién
trinh hé diéu hanh hodc cac may &o doc lap lam cac phan vung.

Viéc kiém tra tinh toan ven va cac ché do khéi phuc cé thé khéng phu hop trong cac (rng dung trong yéu
vé an toan, noi ma su hoat déng lién tuc 1a thiét yéu.

5.2.5.3.2 Nhat ky sw kién

Viéc trién khai ghi nhat ky s kién, bao gdm ca viéc chinh stra nhat ky, phu thudc vao kha nang lwu triv
cua thiét bi. Cac thiét bi IoT co thé hé trog ghi nhat ky tir xa.

M6-dun nén tang tin cay (Trusted Platform Modules - TPMs) la mét vi du vé goc tin cay phan cing. TPMs
c6 thé ho trg nhan dang thiét bi dwgc rang budc bang mét ma va truy’cép giap dién, giup ngan chan viéc
truy cap va st dung di¥ liéu trai phép. Théng tin thém vé TPMs cé thé tim thay trong ISO/IEC 11889-1.

5.2.6 Truy cap giao dién
5.2.6.1 Cac yéu cau

5.2.6.1.1 Cac thiét bi loT phai c6 cac co' ché dé giai han quyén truy cép logic vao cac giao dién cla thiét
bi, chi cac thwc thé dwoc Uy quyén mai co thé truy cap.

5.2.6.1.2 C4c thiét bi loT phai sir dung cac co ché xac thuc va kiém soat truy cap thich hop.

5.2.6.1.3 C4c yéu cau vé bao mat va quyen riéng tw phal dwoc danh gia khi thiét ké va trién khai cac
chirc ndng clia cac thiét bj loT lién quan dén viéc tao va st dung cac dinh danh.

5.2.6.1.4 Cac thiét bj loT phai dam béo rang céc gia tri chung cho cac tham sb bao mat trong yéu, chang
han nhuw cac khéa riéng tw dung chung hodc mat khau tiéu chuan, dwoc thay thé bang cac gia tri duy
nhét cho méi thiét bi hoac dwoc xac dinh rd rang béi mot thue thé bén ngoai thich hop trwdc khi cac thiét
bi loT dwgc dwa vao hoat dong.

CHU THICH: bBanh gia rdi ro 1a co s& cla nhirng gi 1a "thich hop" trong bbi canh nay.
5.2.6.2 Khuyén nghi bé sung

Thiét bj loT can cé kha ndng dwoc nhan dang mot cach logic. Méc du cac dinh danh cé thé cho phép
mot loat cac bién phap kiém soat an ninh mang (chang han nhw quan ly tai san, tw dong phat hién thiét
bi va cap nhat phdn mém), viéc tao hodc st dung cac dinh danh lau dai (persistent) cAn dwoc tranh trov
khi viéc sir dung d6 1a khong thé tranh khai. Khi nhitng trwérng hop sir dung nhw vay phat sinh, sw tén
tai clia cac dinh danh d6 can dwoc lam rd cho ngwdi dung.

Cac co ché gii han quyén truy cap logic (dbi v&i cac thuc thé dwoc Gy quyén) can dwoc ap dung dbi
o

a) kha nang kich hoat hoéc vé hiéu hoa, thdng qua cac phuong thirc phan mém hodc phan cirng, bat ky
giao dién nao (bao gom ca giao dién cuc bd va mang);

b) kha nang han ché quyén truy cap (vi du: théng qua xac thwc) vao tat ca cac giao dién tir xa;

c) kha nang xac dinh ho&c chén cac thiét bi khong duoc hd tro bdi mot thiét bi loT khi thiét bj d6 ¢b gang
truy cap cac giao dién.
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Tét ca dir liéu dau vao va dau ra can duoc kiém tra tinh hop 1€ cho tat ¢ cac loai giao dién. D liéu can
duwoc kiém tra tinh hop 1&é vé dd dai, loai ky tw, cac gia tri hoac pham vi chap nhan dwoc va dinh dang
théng diép.

Céac thiét bi loT c6 giao dién tir xa c6 thé duoc ding dé thay dbi cau hinh hoac hd tre cac chirc nang
quan tri can trién khai cac bién phap ngan chan cac loai tan céng pho bién.

Céc thic hanh 13p trinh an toan can dwoc tuan tha, bao gdm viéc str dung mot ngén ngilr an toan vé kiéu
d@ liéu. Néu diéu nay khong thé thure hién duwoc, thiét bi loT van can trién khai kiém tra gioi han, s dung
dinh kiéu an toan va cac ham x& ly chudi an toan.

Céc thiét bj loT can hd tro mdt hodc nhiéu co ché dé gidi han quyén truy cap vao cac giao dién dwa trén
cac kiéu nguoi dung hodc nhém nguwdi dung.

Danh sach cho phép (gébm céac ky tw hodc loai thé token) nén dwoc sir dung thay vi danh sach tir chdi
khi loc di¥ liéu.

5.2.6.3 Théng tin bd sung
5.2.6.3.1 Téong quan

Vi du vé giao dién nguwoi dung bao gdm céc bang diéu khién quan tri, cac trang web, cac APl hodc cac
giao dién thiét bi loT khac dwoc phoi bay ra bén ngoai. TAn cong chén ma (Injectlon) tan cong thuc thé
bén ngoai XML (XXE), tdn céng ma Iénh chéo trang (XSS) va tAn cong gidi tuan tw khéng an toan
(insecure deserialization) Ia cac vi du vé cac cudc tAn cong phd bién vao giao dién tr xa.

Cac nang Iwc dwa trén phan cirng co thé tang cudng bao vé truy cap giao dién, chong lai cac cudc tan
cbng leo thang dac quyén va tan cong ludng diéu khién.

5.2.6.3.2 Dinh danh

Cac thiét bi IoT co thé st dung cac dinh danh dé hoat dong trong mét hé théng loT. Cac vi du vé nhiing
dinh danh nay bao gom sé sé-ri, kh6a mat ma va chirng thuw.

CHU THICH: Cac dinh danh vat ly va logic c6 thé dai dién cho cling moét gia tri.

Gbc tin cay dwa trén phan cirng (Hardware-based root of trust) cé thé bao vé cac dinh danh khai bi stra
ddi trai phép va cé thé dwoc dung dé tao ra cac dinh danh dac thu cho tirng thiét bi. Phan cirng c6 thé
bao gbm céac d&c tinh quan trong dé hé tro bado mat thiét bi, chadng han nhw mét phan cirng chuyén dung
hd tro ngan chan cac hanh déng khéng mong mudn dwoc thue hién bdi cac thue thé trai phép.

Céc nha phat trién thiét bj loT c6 thé tang cuwong mét dinh danh logic duy nhét bang cach thiét 1ap mot
dinh danh thiet bi bang mat ma manh trong qua trinh trien khai (hoac §én xuat) hoac S‘CP dung cac co ché
khac dé xac thwce thiét bj vat ly tham gia vao cac hoat déng mang chiéu vao hoac chiéu ra cu thé.

5.2.7 Cap nhat phan mém va phan sun
5.2.7.1 Yéu cau

5.2.7.1.1 Néu thiét bi loT hé tro cap nhat phan mém, viéc cap nhat phai dwoc thwe hién bang mét quy
trinh an toan.

5.2.7.1.2 Viéc cap nhat chi dwoc khéi tao béi cac thuc thé dwoc Gy quyén.
CHU THICH: Phan sun la mét loai phan mém cu thé.

5.2.7.1.3 Khi mot ban cap nhat bj gian doan dét ngot, thiét bj loT phai dwoc dua vé mot trang thai giam
thiéu toi da cac tac hai tiem tang, c6 can nhac dén cac rui ro phat sinh khi thiét bi khéng hoat dong nhw
mong doii.

5.2.7.2 Khuyén nghi bd sung
Mai quy trinh cap nhat cn bao gém nhirng diéu sau:

a) mot cach dé xac nhan tinh hop 18, tinh xac thwe va tinh toan ven cla bat ky ban cap nhat nao trwéc
khi cai dat;
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b) cac tuy chon ciu hinh bao goém:
1) viéc cap nhat tw ddng duwoc kich hoat hay vo hiéu hoa;

2) dbi v&i cac quy trinh cap nhat tr xa, viéc tai xudng va cai dat ban cap nhat dwoc khéi tao tw dong
hay tha cong;

3) dbi v&i cac quy trinh cap nhat tir xa, mét phwong thire dé 1&n lich tai xudng va cai dat tw dong;
4) viéc co6 thong bao xay ra hay khong khi coé ban cap nhat (va ai hodc cai gi dwoc théng bao).

Céac thiét b loT can hé tro' cap nhat ty dong (pht hop voi cac yéu cau tr 5.2.7.1.1 ¢én 5.2.7.1.3). Cac
thiét ,bi loT can co mot quy trinh cap nhat dinh ky kiém tra xem c6 ban cap nhat bao mat nao méi khong,
va néu co, thong bao diéu nay cho ngudi dung.

Céac thiét bi loT can dam bao rang tinh xac thic va tinh toan ven cla cac ban cap nhat phan mém duoc
xac minh trwde khi cai dat ching. Bieu nay co thé dwoc thuwe hién bang chir ky so va ha tang khoa cong
khai (PKI). Ha tang cap nhat, dac biét la viéc quan ly cac khoa riéng, can dwoc bao mat.

Can xem xét viéc tan dung cac kha nang dwa trén géc tin cay phan ciing dé do lwong va xac minh tinh
hop 1é clia cac ban cap nhat phan mém va phan sun.

Cac ban cap nhat phan mém khong nén lam anh hwdng dén chirc nang co ban clia cac thiét bi loT, hoc
trong treong hop khong thé tranh khai, can cé théng bao rd rang cho nguwdi ding khi mot ban céap nhat
sé€ lam gian doan chirc nang cua thiét bi.

Phan mém trén cac thiét bi loT can dwgc xac minh bang cac co ché khéi dong an toan. Néu phat hién
mot thay déi trai phép, thiét bi loT can canh bao cho ngwdi dung hodc hub cuc bd/céng loT vé sw cb.
Hon nira, thiét bj loT can chdm d&t moi giao tiép mang ngoai trir viéc gtri cdnh bao hoac khéi tao qua
trinh khoi phuc thiét bi.

Trong khudn khé clia vong doi phat trién an toan hoéc twong tw, can cé mét qua trinh chinh thirc dé
danh gia cac thanh phan mdi, dwoc thay thé hoac stra doi, bao gom qé cac ban cap nhat phan sun, doi
v&i nhirng thay doi trong yéu co thé lam phat sinh cac rii ro hoac 16 hong mai.

5.2.7.3 Théng tin bd sung

Céc thiét bi loT c6 thé co6 cac chirc nang lién quan dén an toan, va viéc mét cac chirc nang d6 trong qua
trinh cap nhat c6 thé 1a mot van dé déi vai mot sb loai hé thdng néu khéng dwoc can nhac va quan ly.
Viéc hiy béd mét ban cap nhat hodc st dung mét phién ban cii hon cé thé dwoc dung dé khéi phuc lai tir
mot ban cap nhat bi gian doan.

Quy trinh cap nhat phan mém co thé s dung cac phwong thire tir xa (vi du: tai xuéng qua mang) hoéc
cuc b (vi du: phwong tién Iwu trir di ddng hoac thay thé linh kién phan cing).

Néu thiét bi loT khong thé giao tiép tric tiép voi may chi tir xa, chirc nang nay cé thé dwoc cung cap
b&i hub cuc bd/cong loT. Hub cuc bd ¢c6 thé dwgce cau hinh dé dinh ky kiem tra sy ton tai cia ban cap
nhat mé&i va tai xuéng néu co.

Viéc thay thé phan clrng 1a mét cach chinh dang va cé thé chap nhan dwoc dé thwc hién mot ban cap
nhat.

5.2.8 Théong bao cho ngweoi dung

5.2.8.1 Thong tin

Viéc cac thiét bj IoT thong bao cho nguwdi diing vé nhiéu tinh huéng khac nhau co thé Ia can thiét hoac
hiru ich. M6t s6 khuyén nghi trong tiéu chuan nay mé ta cac tinh huong nhw vay. Bieu nay nham cung
cap théng tin dé ho trg viéc thong bao cho ngwdi dung thiét bi IoT vé cac sw kién hoac tinh trang bat Igi.
Mot s6 thiét bj loT khéng cé kha ndng chd dong thong bao cho nguoi dl‘Jng (vi‘du:‘hién thi mét théng bao
trén man hinh, phat ra am thanh hoac anh sang), nhwng ching cd thé phan hoi bang mot thong diép khi
dwoc truy van hodc truy cap ti xa. Cac thiét bi loT khdng c6 khad nang truc tlep thong bao cho I'IQU’O’I

dung c6 thé guvi théng bao va canh bao thdng qua mot hub cuc bg. Mot truy van clia ngudi dung co thé
don gian la viéc cb gang truy cap thiét bi bang trinh duyét, (’ng dung di ddng, hodc mdt cach phirc tap
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hon. Thay vao do, Cécrthiét bi loT c6 thé glri mot thong diép dén mot thiét bi bao dong, giam sat hodc
ghi nhat ky trong hé thong loT.
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Phu luc A
(tham khao)
Hwéng dan quan ly rai ro
A.1 Téng quan

Ap dung hwéng dan trong TCVN I1SO 31000:2020 (ISO 31000:2018), 6.4.1. Cac rui ro ve bao méat va
quyén riéng tw cla loT can dwoc nhan dang, dinh lwong hodc mé ta dinh tinh, va dwoc sép xép the tw
wu tién theo cac tiéu chi danh gia rdi ro va cac muc tiéu lién quan cla td chure.

A.2 Nhan dang rui ro

Danh gia rai ro bao gédm nhan dang rdi ro, phan tich rdi ro va dinh mc rai ro. Ap dung hwong dan trong
TCVN ISO 31000:2020 (ISO 31000:2018), 6.4.2. Khi nhan dang cac rui ro vé bao mat va quyén riéng tw
clia cac thiét bi loT, cAn xem xét cac nguon rdi ro khac nhau. Cac nguén rii ro nay phu thudc vao ban
chét chia thiét bj loT va cac (rng dung cla né.

A.3 Phan tich rui ro

Ap dung hwéng dan trong TCVN 1SO 31000:2020 (ISO 31000:2018), 6.4.3. Phan tich rdi ro cé thé dwoc
thwe hién & cac mirc do chi tiét khac nhau, tiy thudc vao mirc d6 quan trong clia cac gia tri hodc tai san
da dwoc xac dinh cuta té chirc, pham vi cla cac tac dong tiéu cuwe va tich cwc da biét, va cac kién thirc
ho&c kinh nghiém da tich Iy, bao gdm ca lich st sw ¢b lién quan dén td chirc.

A.4 Panh gia ruiro
Ap dung hwéng dan trong TCVN ISO 31000:2020 (ISO 31000:2018), 6.4.4. Sau khi cac rui ro da duoc
xac dinh va dwoc gan gia tri vé kha nang xay ra va mirc dé nghiém trong cta hau qua, cac t6 chirc can

ap dung tiéu chi‘chép nhan rdi ro ctia minh dé xac dinh rdi ro nao la c6 thé chap nhan. Cac rdi ro khong
thé chap nhan can dwoc sap xép thi tw wu tién dé x ly.

A.5 Xtr ly ruai ro
Ap dung hwédng dan trong TCVN ISO 31000:2020 (ISO 31000:2018), 6.5.1 va 6.5.2. Cac phwong an xt

ly rdi ro do t6 chirc xac dinh can can nhéc cac muc tiéu cta té chirc, cac yéu cau hop dong phap ly va
quy dinh, cling nhw quan diém cla cac bén lién quan. Cac phwong an xt ly rdi ro cé thé bao gém:

- tranh radi ro bang cach quyét dinh khéng bat dau hoac tiép tuc véi hoat déng gay ra rui ro;
- thwe hién phan tich sau hon dé hiéu rd hon vé rai ro;

- xem xét lai cac muc tiéu;

- loai bd ngudn rii ro;

- chia sé& rui ro (vi du: théng qua hop déng, mua bao hiém);

- chap nhan rai ro bang quyét dinh c6 day dd théng tin.

A.6 Giam sat va xem xét

Ap dung huéng dan trong TCVN I1SO 31000:2020 (ISO 31000:2018), 6.6. Can c6 cac hoat dong phdi
hop dé chi dao va kiém soat td chirc trong céng tac quan ly rui ro.

A.7 Ghi nhan va bao cao

Ap dung hwéng dan trong TCVN 1SO 31000:2020 (ISO 31000:2018), 6.7. Td chirc can thiét Iap, ghi lai
va duy tri mét hé thdng thu thap va xac minh théng tin vé cac thiét bi loT, ddng thoi thu thap va xem xét
cac thdng tin cdng khai s&n c6 vé cac sén pham twong tw trén thi trwéng. Sau d6, thdng tin nay can dwoc
danh gia vé mirc do lién quan co thé coé doi véi do tin cay cua thiét bi loT.

18



TCVN XXXX:2026

Thw muc tai liéu tham khao

NISTIR 8259, Foundational Cybersecurity Activities for loT Device Manufacturers
NISTIR 8259A, loT Device Cybersecurity Capability Core Baseline

Broadband Internet Technical Advisory Group (BITAG). (2016) Internet of Things (loT) Security and
Privacy Recommendations. (Broadband Internet Technical Advisory Group (BITAG), Denver, CO).
Available at: https://www.bitag.org/documents/BITAG_Report_-
_Internet_of Things_(loT)_Security and_Privacy Recommendations.pdf

CTIA, 2018, CTIA Cybersecurity Certification Test Plan for loT devices, Version1.0.1.
CTIA,Washington, DC

European Union Agency for Network and Information Security (ENISA). (2017) Baseline Security
Recommendations for 10T in the context of Critical Information Infrastructures. (European Union
Agency for Network and Information Security (ENISA), Athens, Greece). recommendations-for-iot

Groupe Spéciale Mobile Association (GSMA). (2017) GSMA loT Security Assessment. (Groupe
Spéciale Mobile Association (GSMA), London, UK). Available at: https://www.gsma.com/iot/iot-
security-assessment/

Industrial Internet Consortium (lIC). (2016) Industrial Internet of Things Volume G4: Security
Framework. (Industrial Internet Consortium (lIC), Needham, MA).

loT Security Foundation (IoTSF). (2017) loT Security Compliance Framework, Release 1.1. (loT
Security Foundation (IoTSF), Livingston, Scotland). Available at: https://www.iotsecurity
foundation.org/best-practice-guidelines/

Cloud Security Alliance (CSA) loT Working Group. (2015) Identity and Access Management for the
Internet of Things. (Cloud Security Alliance (CSA)).

AgelLight Digital Trust Advisory Group. (2019) loT Safety Architecture & Risk Toolkit (Il0TSA) v3.1.
(AgeLight Advisory & Research Group, Bellevue, WA).

European Telecommunications Standards Institute (ETSI) European Norm. (EN) (2020- 06) Cyber;
Cyber Security for Consumer Internet of Things: Baseline Requirements. ETSI Technical
Specification 303 645 V2.1.1. (European Telecommunications Standards Institute (ETSI), Sophia
Antipolis Cedex, France). Available at: https://www.etsi.org/deliver/etsi_en/
303600_303699/303645/02.01.01_60/en_303645v020101p.pdf

IEC 62443-4-1, Security for industrial automation and control systems - Part 4-1: Secure product
development lifecycle requirements

IEC 62443-4-2, Security for industrial automation and control systems - Part 4-2: Technical security
requirements for IACS components

C2 Consensus on loT Device Security Baseline Capabilities, Convene the Conveners Project,
Available at: https://csde.org/wpcontent/uploads/2019/09/CSDE_|IoT-C2-Consensus-
Report FINAL.pdf

ISO/IEC 19770-2, Information technology — IT asset management — Part 2: Software identification
tag

Security Specification Version O.C.F., 2.1.2, Available at: https://openconnectivity.org/specs/
OCF_Security_Specification_v2.1.2.pdf

ISO/IEC 29147, Information technology — Security techniques — Vulnerability disclosure
ISO/IEC 30111, Information technology — Security techniques — Vulnerability handling processes

ISO/IEC 19790:2012, Information technology — Security techniques — Security
requirements for cryptographic modules

19


https://www.bitag.org/documents/BITAG_Report_-_Internet_of_Things_(IoT)_Security_and_Privacy_Recommendations.pdf
https://www.bitag.org/documents/BITAG_Report_-_Internet_of_Things_(IoT)_Security_and_Privacy_Recommendations.pdf
https://www.bitag.org/documents/BITAG_Report_-_Internet_of_Things_(IoT)_Security_and_Privacy_Recommendations.pdf
https://www.gsma.com/iot/iot-security-assessment/
https://www.gsma.com/iot/iot-security-assessment/
https://www.gsma.com/iot/iot-security-assessment/
https://www.iotsecurityfoundation.org/best-practice-guidelines/
https://www.iotsecurityfoundation.org/best-practice-guidelines/
https://www.etsi.org/deliver/etsi_en/303600_303699/303645/02.01.01_60/en_303645v020101p.pdf
https://www.etsi.org/deliver/etsi_en/303600_303699/303645/02.01.01_60/en_303645v020101p.pdf
https://csde.org/wp-content/uploads/2019/09/CSDE_IoT-C2-Consensus-Report_FINAL.pdf
https://csde.org/wp-content/uploads/2019/09/CSDE_IoT-C2-Consensus-Report_FINAL.pdf
https://csde.org/wp-content/uploads/2019/09/CSDE_IoT-C2-Consensus-Report_FINAL.pdf
https://openconnectivity.org/specs/OCF_Security_Specification_v2.1.2.pdf
https://openconnectivity.org/specs/OCF_Security_Specification_v2.1.2.pdf

TCVN XXXX:2026

[20]

21
22
23
24
25

[
[
[
[
[
[26

]
|
]
]
|
|

20

ISO/IEC 27005, Information security, cybersecurity and privacy protection —
Guidance on managing information security risks

IEC 31010, Risk management — Risk assessment techniques

ISO/IEC 23093-1, Information technology — Internet of media things — Part 1: Architecture

ISO 25197, Small craft — Electrical/electronic control systems for steering, shift and throttle
ISO/IEC 20924:2021, Information technology — Internet of Things (loT) — Vocabulary

ISO/IEC 11889-1, Information technology — Trusted platform module library — Part 1: Architecture

ISO 9241-110:2020, Ergonomics of human-system interaction — Part 110: Interaction principles



